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What to expect from this session

- Insights into ARM templates-based deployments
- A (simplified) real-world approach to deploy to Azure
- Demos



What NOT to expect from this session

- Enough content to leave this session as an expert
- Swiss chocolate giveaways
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Azure Resource Manager Overview
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Azure Resource Manager Overview

Azure Portal
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Azure Resource Manager Overview

PowerShell
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Azure Resource Manager Overview

Azure CLI

PS C:\Users\MarcelZehner> az account list
I
1

A R M "cloudName": "AzureCloud”,

id": "6212e2b9-65eb-4d95-9e06-b842a67e58ba",

. "isDefault": true
MICfOSOft "name": "|‘-‘Wic1*oso-F'E Azure (mitnacad): #1ee7855",
Compute

Microsoft.
Storage

availabilitySets

VlrtualMaChlﬂeS httpS// "state": "Enabled",

ma nagemeﬂt. "tenantId": "makeitnoble.academy",

"user": {
azure.com "name”: "admin@makeitnoble.academy",

ACtlonS } g "type": "user"
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Azure Resource Manager Overview
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}

}

resource "azurerm_resource_group" "rgl" {

Terraform

variable "location" {

description
default

"Azure Region"
"North Europe"

location "${var.location}"

name "d-rgr-expertsliveat-o1"

resource "azurerm_storage_account" "stol" {

name "stoelatl8o001"

"${var.location}"

resource_group_name "${azurerm_resource_group.rgl.name}"
account_replication_type "LRS"

"Standard"

location

account_tier

tags = {
owner "Marcel Zehner"
costcenter "123"

¥



Azure Resource Manager Overview
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ARM templates




ARM templates introduction

- Azure-native solution

- Declarative approach to manage infrastructure

- Describe the full service
- Json files

- Support the full lifecycle
- Initial service provisioning
- Service maintenance

- Hand over to the platform to ‘make it so



ARM templates deployment types

- Tenant level (T) 5
- Management group level (M) @Managememup

- Subscription level (S) e

- Resource group level (R) i

Subscription
"Prod”

Management Group
llRootlI

R

Resource Group
"Web Shop”

Resource
“Storage Account” [
Resource i
“Virtual Machine” |




ARM template skeleton

- Resources >Describe resources & dependencies

- Parameters > Parametrize deployment

- Variables > Calculate values before they are used

- Functions > User-defined functions, no code repetition
- Outputs > Output data from resources

"$schema”: "https://schema.management.azure.com/schemas/2018-85-81/subscriptionDeploymentTemplate.json#",
"contentVersion": "1.0.0.1",

"parameters”: {},
"variables": {},

"resources”: [],
"functions": [],
"outputs”: {}




Deployment approaches

- Single templates
- For very simple services
- One files to describe the full service

- Linked templates
- For more complex services
- Multiple, reusable resource templates
- One deployment template per service
- Resource templates access using a URI

service.json

service.json

virtualNetwork.json

storageAccount.json

virtualMachine json




Deploying ARM templates

- Azure Portal
- PowerShell
- Azure CLI

- Azure DevOps Pipelines



What we will build ...




Building a virtual datacenter in 45 minutes
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Building a virtual datacenter in 45 minutes

QDS

InfrastructureSubnet

AzureFirewallSubnet

p-vne-core-56

p-pip-vpncore56-01

p-afw-core-56
GatewaySubnet
p-vpn-core-56

p-pip-afwcore56-01




Building a virtual datacenter in 45 minutes
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Building a virtual datacenter in 45 minutes
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Building a virtual datacenter in 45 minutes

p-aut-core- p-key-core-
uniquestring uniquestring

psto corgumquestr p-ala-core-

tng uniquestring

AgentHealth
AntiMalware
AzureActivity
ChangeTracking
NetworkMonitoring
ServiceMap
Updates

WireData2



Proper planning is key

i Hierarchy

- Resource/Object Type
Management Group

p-mag-root

Root Management Group

Existing

Hierarchy

Management Group

p-mag-it

Existing

Hierarchy

Subscription

p-sub-main-01

Existing

Hierarchy

Resource Group

p-rgr-corenetwork-01

Resource Group for Core Network

Switzerland North

p-sub-main-01

Network

Virtual Network

p-vne-core-01

Core Network

Address Range: 172.16.0.0/16
DNS Servers: Default
DDOS Protection: Basic

Switzerland Morth

p-sub-main-01

p-rgr-corenetwork-01

virtualNetwork.json

MNetwork

Subnet

AzureFirewallSubnet

Address Range: 172.16.11.0/24

Switzerland North

p-sub-main-01

p-rgr-corenetwork-01

virtualNetworkSubnet.json

Network

Subnet

Gatewaysubnet

Address Range: 172.16.12.0/24

Switzerland Morth

p-sub-main-01

p-rgr-corenetwork-01

virtualNetworkSubnet.json

Network

Subnet

InfrastructureSubnet

Address Range: 172.16.81.0/24

Switzerland North

p-sub-main-01

p-rer-corenetwork-01

virtualNetworkSubnet json

Network

Route Table

p-rou-gatewaysubnettofirewall-01

Routes Gatewaysubnet traffic. If destination

Destination IP Range: 172.16.0.0/16

Switzerland North

p-sub-main-01

p-rgr-corenetwork-01

routeTable.jsan

is for the Azure IP range, traffic is forwarded  Next Hop Type: VirtualAppliance

to Azure Firewall. Traffic for on-premises IP-  Next Hop IP Address: Azure Firewall
Ranges is sent through the VPN tunnel. Private IP

Routes InfrastructureSubnet traffic. All traffic Destination IP Range: 0.0.0.0/0

Network Route Table p-rou-infrastructuresubnettofirewall-01 Switzerland North p-sub-main-01 p-rgr-corenetwork-01 routeTable.json

is sentto Azure Firewall.

Mext Hop Type: VirtualAppliance
Mext Hop IP Address: Azure Firewall
Frivate IF

Network

Public IP Address

p-pip-afwcore0l-51

Public IP Address for Azure Firewall

Sku: Standard
Allocation Method: Static

Switzerland Morth

p-sub-main-01

p-rgr-corenetwork-01

publiclpAddress.json

Network

Public IP Address

p-pip-vgwcore01-51

Public IF Address for Virtual Network
Gateway

Sku: Basic
Allocation Method: Dynamic

Switzerland North

p-sub-main-01

p-rgr-corenetwork-01

publiclpAddress.json

Network

Azure Firawall

p-afw-core-01

Subnet: AzureFirewallSubnet
Availability Zone: None

Switzerland Morth

p-sub-main-01

p-rgr-corenetwork-01

zzureFirewall.json

Network

Virtual Network Gateway

p-vgw-care-01

Subnet: GatewaySubnet
Gateway Type: VPN
Generation: 2

Sku: VpnGw2

Type: Route-based
Active-Active: Disabled
BGP ASN: Disabled

Switzerland North

p-sub-main-01

p-rgr-corenetwork-01

vpnGateway.json

Network

Local Network Gateway

p-lgw-officebern-01

Public IF Address: 174.87.102.64
Address Ranges: 10.0.0.0/8
BGP Settings: None

Switzerland North

p-sub-main-01

p-rgr-corenetwork-01

vpnLocalGateway.json

Network

Connection

p-con-officebern-01

Type: Site-to-Site

Virtual Network Gateway: p-vgw-core-
01

Local Network Gateway: p-lgw-
onpremises-01

Switzerland North

p-sub-main-01

p-rgr-corenetwork-01

vpnConnection.json




Demo




Key takeaways




Key takeaways

- If you want to master the cloud, go with
Infrastructure as code
- Initial service deployment & service maintenance

- Understand the Azure Resource Manager
architecture to better understand ARM templates

- Proper planning is key
- Learn, test, test, learn more, test & test again
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